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Dr. Raymod L. Orbach

"I believe that there is no conflict between
the goals of great science and good security.
‘We must and will do both. And the way to
‘accomplish both is through the integration
science security, in much the same

e are integrating science and safety.
ifically, we must ensure that ultimately,
ndividual tands the security

' = porates these into

r work.*

e, May 13, 2002.
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Hamre Recommendations

1. Clarity lines of responsibility and

authority

Integrate science and security
practice risk-based

ate-of-the-art
telligence




Status of Recommended Actions

* 3-9 Memo- CN-CRADA Agreements -

ormance and Accountability
~ Sent to field by

: nce Based Management

In Secretaries Ofﬁce

r

Office
C Labs -

and SC-1 have signed, sent to field.

ntegration
In both Undersecretaries Office-out to fielc



Organizational Restructuring

* New Organization has been created 1n
the Offic cience (SC)

ce of In ion Technology

1s being advertised

ster) has been
_I0 organization

12 moved



Cyber Security
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Less attacks —
attacks becoming
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Cyber Secunty

/ 0 I__L', P N Wal nﬂol.niq

A B FY00 W FYO1

10 Fold
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tools)
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We the People

Scan/Probe/Door Denial of Service Attempted Intrusion
rattling

Analyze Risk



1G Attention to Cyber Security

2002 Reports

2002-09-13 - Report - * Audit Report on "Remote Access to Unclassified
Information m¢ =
iy

—~—
Repor r-0567? - Report on "The Department's Unclassified

()
K [*

oo * Audit Re

, ‘yber-Related Critical Infrastructure
[easures"

Control of Wireless

n of wireless
sess the Department's
ng its information
dquarters; Oak
site visits may be

L.



IG Technology Crime Section (TSC)

» Mission Statement
e The Technology Crimes Unit promotes the effective,
efficient, and economical operation of DOE and

- DOE contractor computer systems by providing
~ technology-oriented investigative services
| 1“6 1n coordination with other

] A
N ne units.

lents and assist in
attack or otherwise
bromote the

he Department’s
1tical
nsible.



TCS Sphere of Investigations

» Computer fraud
» Computer network attacks




TCS Structure

* Special Agent-in-Charge, Randy Bishop
— 202-586-1050




Independent Oversght rformance
Assurance (OA) — Cyber Security Focus

* The Discovery and testing of wireless
network

P

1delines to improve the security of
department’s external
nounced

e DOE
http://www.o0s



DOE Security Orders in the “Mill”

e DOE O 471-X, Identifying and Protecting Official Use Only
Information

e [ Q\ ] ' VIanual for Identifying and Protecting

oreign Visits and Assignments

Program
Program Manual

l[anagement; And
Oversight and




SC S&S Budget FS10

 FYO02 - SC S&S Approprlatlon was 44,670




S&S Training & Development

* Training Approval Program (TAP)

DroFc Me al/Physical Fitness
ent > Security Officer



Personnel Security

Perform Work within Measures and Controls
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Personnel Security

Types of Classified Matter and Classification Levels

Type of DOE Restricted Data Formerly National Security Information
Access (Design or manufacture | Restricted Data (Information pertaining to National
Authorization | °f weapons, production | y¢ilization of Nuclear Security)
of SNM or use in Weapons)
Emergency)
Q — Permits access to Top Secret Top Secret Top Secret
these levels of Secret Secret Secret
clas§1ﬁed matter if Confidential Confidential Confidential
there 1s need to know
L — Permits access to Confidential Secret Secret
these levels of Confidential Confidential

classified matter if
there 1s need to know
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Status of Draft Order 476.x
Unclassified Cyber Security Program

 Transition of 476.x back to 205.1

Py,

Aany fact 111 still come into play,

as tl Secretarial Office
Plan (PCSP)
llenges of “root
onals

x will be



Working Groups

* Interlaboratory Working Group for the
Biological and Toxin Weapons Convention

o | ing Group for the
i vention

a )
L1 |

Working Group

ed Science



IT Related Laws and Regulations

s Gove

ment Information Security Act
), ober 30, 2000

t, February 10, 1996
n Act 1995
of 1987, January



~ Develop Controls



ithheld Must Meet Two Criteria

Information to



http://www.usdoj .20




1G Reporting Authority

» DOE O 221.1 - REPORTING FRAUD,
WASTE, AND BUSE TO THE OFFICE OF
NSPEC’ ._..1&'-- HRAL

- N

Incover fraud, waste,
nt within DOE:;

ther law

ees must report
abuse,



IG Reporting Authority

» DOE O 221.2 - COOPERATION WITH THE
OFFICE OF INSPECTOR GENERAL

| DOE and co for employees shall cooperate
nptl equests by the IG for

requests for

1ts, 1f so
]



IG Reporting Authority

» DOE Notice 21 .8 - REPORTING FRAUD,
WASTE, AN BUSE
1ons Shall Be Reported to

18, Bribery, Kickbacks,
and Conspiracy to



TCS Statutes *

« 18 U.S.C. § 1029. Fraud and Related Activity in Connection
with Access Devices

ntal Access



1G Attention to Cyber Security

2001 Reports

2001-11-13 - Report -~~~ * Inspection Report on "Inspection of Cyber

nsitive Personal Information"

I1G-0516:

1G-0507:

1G-0500:



Inspector General Act of 1978

In order to create independent and objective units-

AT

— (1) to conduct and super
programs and oper:
’\' ovi

fesigne

1se audits and investigations relating to the
the establishments listed in section 11(2);

lination and recommend policies for
conomy, efficiency, and effectiveness
ent and detect fraud and abuse in,

1
of the establishment and the
problems and deficiencies

s and operations and the



FYO05 Budget — FS10

e CFO anticipates 1ssuing FY 2005 planning
guidance within the next 3-4 weeks

onificantly different from

December 3rd
12 that will be hosted

arch
¢ developed



